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Title: Implementing Digital Signature in Bangladesh: Issues and Problems.

Abstract: Establishment of good governance is one of the major agenda of our present government
Without proper using of information technology it can’t be achieved. So the government has gives
top priority to develop ICT sector since 2009. With the increase of IT base activity data security is :
big issue. Digital Signature has a very close relation with data security. To introduce digital signatur
CCA office was created in 2011 as per ICT Act-2006. But the progress was very slow ii
implementing digital signature. To identify the reason this research work has been conducted. By thi
research we try to explore the answer of two questions that is (1) To what extent digital signature set
in action in Bangladesh and (2) How the relevant stakeholders (CCA and CA’s) will work to mak
digital signature across level. I try to explore the possible reason by taking interview from thre
private CA’s of our country. The study has been conducted mainly based on literature review. Fron
the study it has been revealed that the present ICT Act didn’t address use of Digital Signature as a
obligatory action. Another obligation is our root certificate is not trusted and hence customers do no
use certificates from our CA’s and there is not enough PKI enabled applications.

Key words:

ICT . Information and Communication Technology
CCA : Controller of Certifying Authorities

CA . Certifying Authority

PKI . Public Key Infrastructure

Introduction and Literature Review: Information and communication technology plays a vital rol
in development all over the world today. Out government also realize this issue very seriously an
vows to build digital Bangladesh by 2021 and to upgrade to a middle income country. Banglades]
step-up from a low income to a lower-middle income country in July 2015.Now our target is t
upgrade to a middle income country by diversified use of information technology by 2021.0u
ultimate target is to build a develop rich country by 2041.

[mplementing “Vision-2021” and “Digital Bangladesh™ is a political commitment of ou
government. Bangladesh Awami League declared to build Digital Bangladesh by 2021 in thei
election manifesto in 2008 before 9™ parliament election and it become mandatory for government t
implement when they came in to power in 2009. To ensure equal opportunity to all, povert
eradication, quality in healthcare, quality in education, overall development, create new jo
opportunity and to build knowledge based society government works continuously till 20009.

As a part of government commitment to build Digital Bangladesh and we are now on the wa
to facilitate e-commerce, e-transaction, e-procurement, and to establish e-government. To ensur
legal validity and security of this new technology in 2011 Office of the Controller of Certifyin
Authorities was established as per "Information and Communication Technology Act, 2006



(amendment). This act gives the legal validity of Digital Certificates which is used for signing of
Documents. The whole process will be done by the Certifying Authorities created as per direction of
the ICT Law. The jurisdiction and legal enforcement of the Certifying Authorities are clearly given
in the Act.

Any online activities authentication and secrecy has ensured by digital signature certificate.
There is a provision to attested electronic record by information and communication technology act
2006 (amendment-2013) section-5.As per national Information and communication technology
policy-2009, section 48 & 49 necessary initiatives has taken to ensure electronic filing system and
other e-governance activity. Different government organizations has already taken initiative on
various online activities such as software development, online application, different types of service,
license & registration as a part of e-governance.

As per law CCA (Controller of Certifying Authorities) office acts as root CA which
formulates policy, guidelines control and monitoring of CA’s (Certifying Authority). In 2011 six
certifying authorities got license from CCA office to provide digital signature certificate for
consumer level. These are: Mango Teleservice Ltd, Dohatec New Media, Data Edged Ltd,
Banglaphone Ltd, Computer Services Ltd and Bangladesh Computer Council (Government
Organization).

Implementing digital signature is yet a big problem in our country. Though 6 (six) Certifying
Authority got license from CCA office to provide digital signature certificate to consumer level but
their activity is not up to the mark. Only 242 certificates are now active which is very disappointing.

In Asia India, Indonesia, Malaysia, South Korea has already introduced digital signature.
Indian CCA was form in 2001 .Initially they have face similar problem like Bangladesh. After long
time now they are able to implement digital signature up to a label. In Bangladesh use of digital
signature in not mandatory in e-services, so mass people are not very much interested to use this
new technology. Generally mass people are always reluctant to take any new technology that may be
a major cause for not using the digital signature.

Problem statement: Though digital signature is a new technology, it has a great advantage.

Here is a comparative chart of advantage of digital signature over paper based signing
(https.://www.globalsign.com/en/resources/digital-signatures-for-aec-guide.pdf) .

SL Paper based signing. Digital signature

1. | For paper based signing cost of printing, | On average, digital signatures reduce cost and
copying, postage, storage, filing, recycling, | time.
etc are higher.

2. | High chances of fraud Create tamper-evident, time stamped, legally-
binding documents
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3. | More time required for preparing, | Reduce time for printing, mailing, archiving
organizing, and archiving files and paper cost reduced.

4. | Possibility of modification of documents | No risk of modification of documents
during multiple steps of printing, scanning,
and signing

To work with digital signature at first a person need a digital certificate from a certified CA t
digitally sign a document (htips.//www.aeteurope.com). Digital certificates are like online passpos
and digital signatures are like online notarized signature. Verification of client’s identity is done b
the CA serves and its act as the notary. Trusted timestamp verifies the date and time when th

signature was applied. When a digital signature was applied a cryptographic operation binds hi
digital certificate and the data being signed into one unique fingerprint. The main characteristic ¢
digital signature is:
(1) Authentication: As the signature is verified by a third party, recipients know it was actuall
you who signed it.
(2) Non-repudiation: As a CA certificate was used to sign the document, one cannot later clair
that it wasn’t he who signed.
(3) Message integrity: During verification it checks that the data in the original document, even ¢
little change to the original document would cause this check to fail.

Besides this if we can able to introduce digital signature we can get the following facilities

(1) A strong barrier to start e-commerce will eradicate

(2) Facilitate online transaction

(3) Introducing in e-tender will stop tender manipulation.

(4) Tax return submission will be easier; as a result tax payer as well as government revenue earnin
will be increase.

(5) Digital achieving, so that any transaction or document can be located easily.

(6) Paperless office

(7) As all transaction will be done by digital signature so it reduces extremism, terrorism and mone
laundering this is big and very important issue around the globe.

(8) Helps to detect and reduce cyber crime.

Objective:
(1) The objective of this study is to find out the barrier to introduce digital signature in Bangladesh.

(2) Find out the possible steps to make it popular from government side and the other stakeholders.

Research Question: The study is looking at answering the following questions-
(1) Barrier to introduce digital signature Bangladesh?
(2) How the relevant stakeholders (CCA and CA’s) will work to make digital signatur
popular?

(9]
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Rationale of the study: As a Government organization Information and Communication
Technology Division plays the vital role in building Digital Bangladesh. Build a happy, prosperous,
hunger and corruption free Bangladesh was the dream of Father of the Nation Bangabandhu Sheikh
Mujibur Rahman .To make his dream into reality Government has taken various initiatives in the last
10 years to improve ICT backbone in the country. Without ICT backbone better service delivery and
benefits of various development is impossible to reach to the mass people. To build up “A Digital
Bangladesh within the year 2021” in charter of change of days in the year 2008 the honorable Prime
Minister outlined the Digital Bangladesh having four priorities and created ICT Division in 2011

under ministry of Post, Telecommunication and Information Technology.

Building Digital Bangladesh and IT based society ICT Division has chosen 4 major fields as
their target, these are (1) To establish high speed internet connectivity all over the country so that
every citizen get the internet access easily. (2) To build an expert young IT based manpower to face
the future challenges (3) Ensure e-governance by using information and communication technology.
(4) To promote IT based industry. By optimum use of digital technology government is firm to reach
every door of the people to provide them services. ICT division works continuously to upgrade
Bangladesh to a middle income country by 2021. This Division also emphasis to achieve goals of
SDG by 2030 and to build a develop country by 2041. Bangladesh is now gradually entering into a
knowledge base economy from labor base economy.

Data Security is a big issue in e-services. To ensure data security by imposing digital
signature CCA office was established in 2011 like other countries of the world. Activities of
Controller of Certifying Authority are clearly defined in the ICT Act-2006. Sectionl9 of ICT Act
2006 says,

(a) Exercising supervision over the activities of the certifying authority ;
(b) Laying down the standards to be maintained by the certifying authority ;
(c) Specifying the qualifications and experiences which employees of the certifying

authority’s should possesses;

(d) Specifying the conditions subject to which the certifying authorities shall conduct their
business;

(e) Specifying the contents of written, printed or visual materials and advertisements that
may be used in respect of a Digital Signature Certifying;

® Specifying the form and content of a Digital Signature Certificate;

(2) form and manner in which accounts shall be maintained by the certifying authorities ;

(h) Specifying the terms and conditions subject to which auditors may be appointed and the
remuneration to be paid to them for auditing certifying authorities ;

(1) Facilitating and establishment of any electronic system by a certifying Authority either
solely or jointly with other either solely or jointly with other and regulation of such
system.

) Specify the manner in which the Certifying Authorities shall conduct their dealing with
their subscribers;
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(k) Resolving any conflict of interests between Certifying Authorities and the subscribers;
) Laying down the duties and responsibilities of the Certifying Authorities’ ;
(m)  Maintaining computer based databases, which

(1) Contain the disclosure record of every Certifying Authority containing suc
particulars as may be specified by regulations; and
(11) Shall be accessible to the member of public;

(n) Perform any other function under the Act or Codes prepared under this Act.

As per the official records CCA office has already given license to 5 private organizations and
government organization as Certifying Authority (CA) to provide digital signature at consumer levs
and the organizations got CA certificates from CCA office after completing all formalities an
completing technical infrastructure. After having licenses these organization starts to distribut
digital signature to consumer and corporate level although the progress is very slow. So far the
could sell only a few number of Digital Signature Certificate. All the six authorized CA hay
distributed total 51,731 digital signatures among government officers and others from 2013 f
October, 2018 which is valid for 1-2 years. Distribution of digital signature by various CA (6 nc
since 2014 to October 2018 is shown in the table below.

Year wise distribution

Year Banglaphone | Dohatech | Mango | Dataedge | Bangladesh | Computer | Tota
Ltd New Tele Ltd Computer | Service
Media Services Council Ltd
Ltd

2013-14 - - 3 23,000 - - 2300
2014-15 28 23873 60 1221 - - 2518
2015-16 33 43 oa 2040 - - 216
2016-17 14 38 8 1150 - - 1214
2017-18 1 1 6 111 - - 119
2018-19 - - 5 43 - - 48

Upto
Oct/2018

Total 76 23953 135 27565 - - 5173

But now only 242 digital signature certificates are active. CCA office tries to introduce digit
signature in e-nothi, but due to some technical problem (interface) it does not work properly in
nothi .



Number of active digital signature certificate

Types of | Banglaphone | Dohatech Mango Dataedge | Bangladesh | Computer | Total
certificate Ltd New Tele Ltd Computer Service

Media Services Council Ltd

Ltd

Class-1 1 0 0 19 0 80 80
Class-2 45 9 35 13 0 0 102
Class-3 Z 10 4 42 0 0 60
Total 50 19 39 134 0 0 242

As a whole the picture of use of digital signature is very disappointing. So this study is taken to
reveal the fact which is the barrier to use of digital signature and how to increase its use.

Theoretical/Analytical/Conceptual Framework: Digital signature is a new technology in
Bangladesh. Even very little government employee and negligible number of mass people know
about this new technology. They have no idea about the advantage and security of digital signature
for various online services. This study try to reveal the actual cause of why digital signature in not
popular and to recommend the possible ways to popular this new technology in our country for safe

and hassle free e-services.

Digital signatures are basically “enciphered data” created using cryptographic algorithms. This
algorithm creates a private key and public key pair. These key are linked in such a way that they
performs inverse function to each other. The private key is used for signing purposes and the public
key is used for verification of signatures. The private key should be kept carefully by the signer as he
is the only user of the key.

To make digital signature popular to the mass people we have to take some initiative from both
government and CA level.

Definition of Digital Signature:

A digital signature is a mechanism that is used to verify that a particular digital document, message
or transaction is authentic (www.aeteurope.com ,14-06-2017). 1t provides a receiver the guarantee
that the message was actually generated by the sender and it was not modified by a third party.
Digital signatures use a standard, accepted format, called Public Key Infrastructure (PKI) . to provide

the highest levels of security and universal acceptance.

What is a digital certificate?

Digital certificates are like identification cards such as passports or driving licenses. It is issued by recognized
(government) authorities (CA). When someone needs a certificate he formally requests the certifying authority
to provide a certificate with relevant documents (www.aeteurope.com, 14-06-2017). Then the authority
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verifies the identity of that person and if his entire document is perfect then they issue a digital certificate f
him. Normally it contains the personal information of the used to identify and trace him.

The use of a digital certificate to sign documents
When the signer uses a certificate to digitally sign a document, other people (known as relyil
parties) can trust the digital signature because they trust the CA has done their part to ensure tl

signer matches their digital identity.

What is PKI:

A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedur
needed to create, manage, distribute, use, store and revoke digital certificates and manage public-k:
encryption. The purpose of a PKI is to facilitate the secure electronic transfer of information for
range of network activities such as e-commerce, internet banking and confidential email.

A PKI consists of:

« A certificate authority (CA) that stores, issues and signs the digital certificates

« A central directory—i.e., a secure location in which to store and index keys

« A certificate management system managing things like the access to stored certificates or t
delivery of the certificates to be issued.

Private Keys: For digital signature every user must have a private key. The public and private ke
are linked up mathematically. The public key provides the authentication of the signer. It should |
kept secret and carefully otherwise any one can use this key to sign a document without sign
consent.

Public keys: Public key is used to verify the identity of the signer in the receiving end. Signer ¢
give his public key to anyone who wants to verify his signature.

The digital signing process

Stepl: At first the document is converted to a hash-value by applying some cryptographic hashi
algorithm (https://www.signinghub.com » wp-content » uploads » 2017/05 » Basics-of-digit
signature-and-PKI). It consists of a sequence of bits which is originated from the document. In t
transformation such mathematical transformations are used that if a single bit is changed from
input document the original document can’t be retrieved. For this reason it is impossible to char
the document.



Signing Verification

Step 2: Applying digital signature: Hash value obtained from the original document (first step) is
then encrypted with the private key of the person who signs the document and thus an encrypted
hash-value called digital signature is generated.

DIGITAL SIGNATURE VERIFICATION: Digital signature technology has the option of
verification by the recipient of given signed document.

Verification process:

Step 1: Signed documents hash-value is calculated. Same mathematical algorithm is used as was
used during the signing process. The obtained hash-value is called the present hash value as it is
calculated from the present state of the document.

Step 2: The digital signature is decrypted with the help of same encryption algorithm that was used
during the signing process. The decryption is done by the public key that corresponds to the private
key that was used during the signing of the message. As a result, we obtain the original hash-value .

Step 3: Then the system compare the present hash-value obtained from first step with the original
hash-value obtained from second step, If the two values are identical, the verification is successful
and proves that the message has been signed with the private key that corresponds to the public key
used in the verification process. If the two values are different, this means that the digital signature is
invalid and the veritication is unsuccessful.

Methodology: The study has been conducted mainly based on literature review. Apart from this to
substantiate findings based on literature review. At least 3 digital signature certificate providers are
used and interviewed. For collecting the necessary information, two closed-ended questions were
used.

) :’? r 10
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Case -1 : Banglaphone Limited: As a leading telecommunications company in our country Bang
Phone Limited started its journey in 2004. Among the private limited companies it has the large
fiber optic backbone in the country which covers approximately 15500 Kilometers. This company
the only private company who are connected directly with the submarine cable landing station
Cox’s Bazar. This company operates countrywide fiber optic network with reliability. They use rix
topology for efficient and highly reliable service covering 64 district headquarters.

Research Question and Answer

(1) To what extent digital signature sets in action in Bangladesh?

Ans: Use of Digital signature is not very common in Bangladesh except SSL but our root certifice
is not trusted and hence customers do not use SSL certificates from our CAs. Government is trying
increase usage of DS but still we are in initial stage.

Personal use of DS is not very popular due to technical difficulties of using crypto token and there
not enough PKI enabled applications.

(2) How the relevant stakeholders (CCA & CA’s) will work to make digital signature across level?
Ans:

1. root certificate needs to be trusted to increase usage of SSL certificates

2. CCA and CAs should work on e-Sign because it will make things easy for customers

3. necessary modifications should be done in IT Laws

4. More use cases should be created in govt. sectors

Case-2:Data-edge Ltd

Data edge Ltd is another leading telecommunication company in Bangladesh which was establish:
in 2002. It provides various IT solutions in Bangladesh such as Banking and Non Banking Financ;
Institutions sector, Telecom, Multinational Companies, Pharmaceuticals, Govt. ICT Sector and
Education Sector.

Research Question and Answers
(3) To what extent digital signature sets in action in Bangladesh?

Ans: As per ICT ACT digital signature legally sets in Bangladesh. Now at digital platfor

digital signature use for legally authorization and authentication. Below few uses of digi

signature in Bangladesh:

a) eTin: For eTin using digital signature. eTin subscriber getting digitally sign eTin.

b) eNothi: eNothi platform integrate with digital signature. For authorization of an eNo
user digital signature.

c) RIJSC: Register of Join Stock using digital signature certificate to provide digitally sign
company certificate.

d) BUET: In various application BUET using digital signature certificate to authenticati
and authorization.



e) National University :National University using digital signature certificate to authorized
online documents. ‘
(4) How the relevant stakeholders (CCA & CA’s) will work to make digital signature across
level?
Ans: Now for digital Bangladesh maximum Government to Citizen services are digitalized.
Have to identify that applications and CCA , CAs can both work together to integrate digital
signature on those applications.

Case-3 Mango Teleservices Limited: MANGO Teleservices Limited is another leading
telecommunication company in Bangladesh. It started its journey in 2008 as the first private sector
International Internet Gateway (IIG) operator. This company also works in the several government
projects. Education. Real Estate, Hospitality Management and Banking Sector. This company started
its operation as Certifying Authority (CA) from 19 January 2011.

Research Question:

(5) To what extent digital signature sets in action in Bangladesh?
We are not sure about other CA’s statistics. However, may be have the highest no of DS in
operation at present. But there are CA could sell none yet. Below is the summary of Digital
Signature of Mango:

SL. No. | Company Name No. of Issuance Certificate
1 Mango Teleservices Limited 148

(6) How the relevant stakeholders (CCA & CA’s) will work to make digital signature across level?
Ans: We think to make Digital Signature more popular and acceptable by concern users we need to
reframe and amend the ICT Act 2006. Present ICT Act didn’t address use of Digital Signature as an
obligatory action, rather it patronize to use of Foreign Certificate rather than using our own. Some of
the relevant clauses of the said act given below with our recommendation.

ICT Act 2006, Clause 20 (1): Clause 20 says about allowing companies to obtain digital signature
or certificate from foreign CA. At present most of the companies are using certificate to secure their
web or online resources from foreign CA such Verisign, Comodoetc. They neither took permission
from CCA nor CCA is aware who is using who’s certificate. This one hand allowing syphoning of
foreign currency on the other hand native companies are drying for not getting any job. Government
should not allow them any more without paying tax to our exchequer. Even if it is allowed, that
should be for limited period, till the time native CA become capable of providing trusted certificate
by themselves. Thus, we recommend to reframe the existing clause as given below:

Present description of Clause 20(1):
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oA APREE  2011d) 2417 71391 AR =0 FICE. TIPEI HAEAEE 93
SEIGEIE] P IS 8 TG RFeIE IEEF S 9730 2%

2 B () 9T ARA (@1 RPN FYAFE AP AT FY4T
SR G ARAT ST TR (34 A

0, 777 I 9T FF T8 = . (FIA AMRAFT oraTa FYA Bet-
<115 9 T AP @ 00T I Afoele M2 $TT @136

We recommend to reframe as under:

201(5) RAIRIAFCISTHees, THIET SHqEmAdE 9R TI9E ClEo
oHoRE ARFeIR IEFAF Gt 310 gt aEt ffyas [orl @ TG
AN FYHE qR AT T GF6 AR AR T AT 7R
THRE &7 ( OPNY 9o ol eeied ofF 1S STIGR &) Wqaro oaiq i
QIIES]

1. ICT Act 2006, Clause 67: The clause 67 described about what is mean by the word “Compar
in this act. We recommend to add one more sub clause under clause 67 so that companies :
made liable to implement ‘Digital Signature’ at their own interest. We believe that if ‘Digi
Signature’ is implemented, possibility of violating this act will be lesser. Thus, we recomme
for adding one more sub clause under clause 67:

Present description of the Clause 67:

AL ZomM A A @A F9 IR AAT AL @I FATH TRITO R 60

FYP AATY AT RO oyt B AT AR @r{dT 957 q0TF

Hq6q ARG, TIATIE. TBI. T, FHFOT 992 FHBIF T& 774 RATO
FRACRA I AN RIEA. I AT IFIT T IF @, T FAFH 61T
TGO IE Y00 IFIE AT T I @Y FEIF &7 [ g

T G2 {IF-

) @A 3fee @A AT AfodE. SR ST /O, 2T
GFLIRAFAS TGS ]XA: 4R

4, TfRETF ASHIET @@ ~ARBIas I ST @[ amE I
ARSI @G TS TRA
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We recommend to add one more sub clause as under:

va(s) IR Lee AFpice S50 @R o, wlevsice, 9l @qmd
orme fAstsiet, ¥m=ol, nRmo! 4R ERRMo! fafbo 917 &oF wqaEiio [Fa 39
77 BT I 9Aaika Bevw wfiE gfeom vy v 99 w@r RREoe
ERIGIIERSIARDEEIRINI hEE

() (P @A IO 92 NREAT THT GFIF Toi3y 79fo0 306 o o 3o
gors AT IR @R 9F9 o1 AR5, TEsis, 7h3, s, o
qR FHHIR T6 TRy WAoo IHRIEA IR 47 23RE, IW 9 9 F9 I @ 0%
ST OIRIF SO A0 33JE R TF 9oty @Y FRIT oy fofy 7
fEI& I PYoapR MBI FEEA|

Clause-13 and Cluase-14 Need to rephrased and re-written since the clauses are ambiguous. Based
on the concept these clauses can be written specifically for-

- Email transactions

- OCSP/CRL verification between sender and recipient transactions

Clause 15- In modern mobile computing this clause needs to be updated since location and
transaction sources are variable

Cluse-19: New activities of CCA need to be added such as-

- Partnering and acknowledgement with international trusted root CA communities, states or
organizations so that modern browser, operating system or other suitable applications may be
seamlessly used by the end users.

- International cross certification program/initiative

- Centralized certificate online repository (though it is mentioned in the first para of Cluase-21)
Clause-30: Need to consider mobile/portable devices too.

Clause-46, Sub-Clause (2)- decryption is practically not possible unless CA holds both private and
public key pairs.

Clause-54, 55, 56, 60, 61 & 66: Need to consider mobile/portable devices too.

Findings of case study:

After analyzing the answer from the three CA’s. It was found that the major obstacle for
implementing digital signature is

1. Root CA Certificate should be trusted.

2. According to the ICT Act Digital Signature is not an obligatory action.

3. Inadequate PKI enable applications as local software developer company has few knowledge
on PKI.

4. Lack of awareness about benefit of Digital Signature.
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5. Lack of awareness on cyber security among the online users.
6. Digital signature and PKI system is not user friendly.

Implications and Recommendations:

Some clause of ICT Act-2006 such as Clause should be amended.

International recognitation of Root CA (CCA).

Introduction of e-sign.

Introduction of mobile PKI.

Co-ordination with concern authorities to implement digital signature in e-Nothi,e-GP, e-Ta
RIJSC.

6. Take necessary action to introduce digital signature in all banks, financial institutions ai

w AW

online service delivery agency.

Conclusions:

Man is usually unwilling to accept any change or any new technology. Digital signature is a ne
“technology and not very user friendly. That's why mass people are not interested to use digit
signature. To encourage the people massive campaign, showcasing, advertisement in need for bo
government side and certifying authority side. Some incentive may give for the digital signatu
users. Thus we hope that we can reach to a level with very short time. So far [ know this sort .
research [ have conducted for the first time in order to manage available data, I have no other choi
to consult relevant scholarship to substantiate analysis. I am sure with my research work, futu
generation researchers will be benefited to carry out in depth undertaking.
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